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Is It Time 
to Trust It?

Machine Learning 
in Power Systems

WE EXPERIENCE THE POWER OF MACHINE LEARNING
(ML) in our everyday lives—be it picture and speech rec-
ognition, customized suggestions by virtual assistants, or just 
unlocking our phones. Its underlying mathematical princi-
ples have been applied since the middle of the last century 
in what is known as statistical learning. However, the enor-
mous increase in computational power, even in devices as 
small as a smartphone, has enabled significant advances and 
wide adoption of ML in nearly every part of our lives and the 
scientific world.

Still, despite the large body of academic literature on ML 
approaches for power system operation during the past 30 years, 
there is only an extremely limited set of approaches that has 
found application in practice. From them, the vast majority is 
related to load forecasting, such as the Artificial Neural Net 
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Short Term Load Forecaster, a tool developed by the Elec-
tric Power Research Institute in the United States; and a few 
approaches have been related to decision trees for security 
assessment. The main reason for the slow adoption of ML in 
the power industry is that most ML approaches, such as neural 
networks and others, are considered a black box.

Who would trust a black box to avoid a blackout or to 
find an optimal operating point that will not violate any line 
limits? Who would trust a black box for any safety-critical 
application, e.g., in energy, health care, or automobiles? The 
risk is just too high.

What does it take for ML to get adopted? For insight into 
the adoption of novel methods, not only related to ML, con-
sider the following two aspects:

1)	 To what extent does the industry already have solu-
tions to a problem?

2)	 What is the risk associated with using a novel method 
instead of a conventional one?

A novel method will only be seriously considered if it falls 
below a risk threshold. If it satisfies the risk requirements, its 
better performance, such as higher accuracy or computation 
speed, can lead to adoption. Figure 1 presents an illustration 
of these considerations.

ML, and artificial intelligence (AI) in general, has been 
particularly successful in areas where there are little to no 
established solution methods. AlphaGo is an AI program 
developed by DeepMind Technologies that harnessed the 
complexity of the game Go and repeatedly beat the human 
world champion and other software programs. By itself, this 
feat is impressive if we consider that Go is an ancient Chi-
nese game with an astronomical number of possible combi-
nations of player moves (2.1 × 10170), vastly greater than the 
number of known atoms in the known, observable universe  
(1 × 1080). AlphaFold is an AI program that predicted, better 
than any other program, protein structures that were impossi-
ble to predict for the past 50 years. Both AlphaGo and Alpha-
Fold yielded results never before possible. Because the risk of 
catastrophe associated with their task was nonexistent, their 
adoption was extremely rapid. On the other hand, self-driving 
cars, which heavily use ML algorithms to detect surround-
ings, are also attempting to solve 
an unsolved problem, but in sev-
eral cases, and despite significant 
progress, we are still above the risk 
threshold when it comes to their 
widespread deployment without 
the involvement of a human driver.

Power systems are different. 
We have spent the past 100 years 
trying to understand how electric-
ity flows along power lines and 
what happens in the voltage and 
current right after a disturbance. 
And we have managed that quite 
well. The models, despite being 

computationally intensive, can predict well how voltage and 
current behave in many operating conditions. But compared 
to a few decades ago, power systems have become signifi-
cantly more complex. The connection of millions of power 
electronic devices leads to rapidly evolving phenomena, 
requiring the inclusion of more complex models and a faster 
decision-making process. Distributed renewable genera-
tion and electric vehicles add a lot of uncertainty and create 
thousands of new injection points that continuously change 
the balance between energy supply and demand. This 
all means one thing: if a system operator wants to make 
sure that no blackout happens (a procedure called security 
assessment), he or she needs to run not only more complex 
models but also for a lot more scenarios at faster paces than 
before. A security assessment that once took a few hours to 
carry out would now need a few days, which is unacceptable 
for meeting real-time grid-operational requirements.

ML methods, on the other hand, can continuously learn 
and adapt to their environment and are extremely fast when 
computing an output. Such practices have been shown to 
outperform conventional techniques, e.g., predictive main-
tenance of transmission lines and transformers, or smart 
charging of electric vehicles. ML approaches are gradu-
ally being adopted for such applications because of their 
low risk to power system operation. However, handling the 
sheer complexity of power system operation procedures 
to avoid blackouts (security assessment) or determine an 
optimal operating point without violating any single oper-
ational constraint is still too “safety critical” to accept an 
ML-based solution. This, despite early promising results 
reported in the research literature that ML can help. Power 
system operators find it difficult to trust methods they do 
not understand, and which have thus far provided no perfor-
mance guarantees.

Researchers have recently been working to address 
this skepticism and remove barriers, allowing ML to enter 
power system applications, exploiting its benefits. In the 
first transition period of using ML tools for power system 
safety-critical operations, the authors view ML algorithms 
as “assistants” to established procedures in the form of a 
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figure 1. The adoption of novel methods (blue area) in light of the existence or non-
existence of alternative solution techniques, and the risks the novel processes pose. 
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decision-support tool. The ultimate responsibility for the 
final decision remains with the operator. ML algorithms 
can be extremely fast to estimate, for example, whether 
operating points are safe, as ML methods can assess thou-
sands of scenarios at the same time, whereas conventional 
tools can assess only a few. This allows the system operator 
to screen an extremely large number of scenarios and deter-
mine the few critical ones in a very short period of time. 
Following this step, the operator can then use conventional 
techniques to study, in more detail, those few scenarios and 
determine what drives them to instability and when.

The approach is similar when we apply ML, and AI in 
general, for optimization. Neural networks can determine 
a very good estimate for an optimal operating point. We 
can then assess, with conventional tools, whether the point 
violates any constraints. This way of approaching AI can 
drive wider adoption of AI tools for system operation, at 
least in the first transition period. But even before this step, 
the AI tools need to build trust. If operators and other users 
do not trust them, they will not even be used for screening.

The rigorous methods this article describes aim to deliver 
the guarantees (through performance certificates) that will 
allow users to trust AI tools for safety-critical operations. 
Besides the benefits these certificates give us in terms of 
trusting AI tools and determining the worst-case perfor-
mance, they can help provide better insights into how the 
resulting AI model can be improved. The techniques dis-
cussed in this article fall into the broader spectrum of trans-
parent AI (the results of the AI process are explainable) and 
interpretable AI (the accuracy of a model to associate a cause 
to an effect), initiatives recently launched in the AI commu-
nity to bring a deeper understanding of the inner workings 
of ML algorithms.

Several algorithms under this umbrella deliver rigorous 
approaches to understand how different features of the prob-
lem at hand affect the performance of the applied neural 
network. The algorithms we discuss go a step further and 
deliver performance guarantees. To enhance the perfor-
mance of AI tools, this article also presents ways to take 
advantage of available power system models developed for 
decades based on first principles. Through that, neural net-
work applications can better avoid overlooking critical cases 
or giving predictions that are largely at odds with governing 
physics. In short, these possibilities are enabled by the fol-
lowing two approaches:

1)	 Verification: This approach delivers certificates on 
how the neural network will behave, i.e., what its out-
put will be for all possible inputs. Thus far, research-
ers have been assessing the neural network perfor-
mance purely statistically, naïvely hoping that testing 
an application on a large set of random samples can 
accurately capture the behavior of the neural network 
model over the whole input space.

2)	 Physics-informed neural networks: These networks 
include the governing physical equations inside a neu-

ral network training procedure. Instead of generating 
sets of relevant data in a process to train the model, 
which can be computationally intensive, integrate a 
physics-based model into the training process and let 
the neural network learn from it.

Before diving into these approaches in the next sections, we 
first introduce the type of ML tools that are the focus of this 
article: neural networks and their training procedure. In the 
rest of this article, we use the terms AI and ML interchange-
ably; in reality, AI is a more general term that includes all 
ML methods and tools.

How Do Neural Networks Work?
Neural networks belong to the most promising group of 
AI tools, proving their ability to approximate any function 
(universal approximator). They have received considerable 
attention in recent years. The two main categories are neural 
networks for classification and regression tasks.

Classification neural networks are used in a variety of 
applications. In self-driving cars, for example, neural net-
works continuously receive pictures of their surroundings 
from car cameras and answer simple questions such as, “Is 
this a red traffic light?” A classification neural network 
shall return a yes or a no, and even if it is not quite sure, 
it must choose between the two. For power systems, such a 
classification task can be “Will this combination of genera-
tor set points and loads—called an operating point—lead 
to a blackout or not?” We can ask this question for many 
possible operating points (see the “Possible Inputs” bubble 
in Figure 2), and through the neural network, we can obtain 
an answer for each point extremely fast. We can label the 
resulting regions “safe” (blue dot) or “not safe” (red dots), as 
shown in the “Predicted Classifications” bubble in Figure 2.

If we want to assess the predictions of our neural net-
work, we obviously cannot check for every single operat-
ing point as this requires immense computing resources. 
Instead, we sample a fraction of operating points and per-
form a conventional security assessment (e.g., run power 
flow, time-domain simulations, or an eigenvalue analysis) 
and associate a true label with each point, such as truly safe 
or truly unsafe. A good neural network will match (i.e., pre-
dict) these true labels as closely as possible.

Instead of a binary response (yes/no), regression neural 
networks use almost the same training process as the clas-
sification neural networks but yield a continuous function 
value. These networks are widely used, for example, to fore-
cast load demand or predict the power output of wind tur-
bines and solar photovoltaics based on weather conditions, 
including the movement of clouds, temperature variations, 
and others. In a power system operation context, a regression 
neural network can predict a cost-optimal operating point 
or how the value of frequency evolves after a line outage. 
As presented in Figure 2, in the case of frequency evolu-
tion, a neural network predicts a continuous function of the 
input to output variables over time (dashed orange line) that 
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approximates the “true” trajectory (dashed blue line). A good 
neural network will do so accurately.

Classification and regression neural networks have the 
same structure (see the right side of Figure 2). Neurons are 
organized in layers, with each layer connected in series 
with each other. Each neuron contains a nonlinear acti-
vation function. The neurons in each layer are connected 
through linear functions with some or all of the neurons of 
the previous layer and the next layer. In this simple struc-
ture, the linear functions contain parameters we can adjust, 

whereas the nonlinear activation function in each neuron 
remains unchanged.

In many neural network implementations, neurons act 
as a switch, either allowing the signal to pass or restrict-
ing it from doing so. Because of these nonlinear activation 
functions, neural networks can represent very complex, and 
sometimes not even explainable, nonlinear processes. The 
magnification of a single neuron in Figure 2 shows one 
option for how such a nonlinear function can look, but there 
are many more. With the appropriate selection of linear 
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figure 2. The basic structure of a classification and regression task, and the fundamental architecture of a simple neural 
network that forms the core of either task. 
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function parameters and neural network size, in theory, the 
network has the power to approximate any possible function 
or process.

The process of determining these parameters is com-
monly referred to as the training of a neural network. It is a 
part of a general ML algorithm, together with the creation of 
the training data set beforehand and the testing carried out 
afterward. Figure 3 illustrates this procedure and highlights 
where new elements of neural network verification and phys-
ics-informed neural networks enter the process.

Before neural network training, we start by putting together 
a data set with both actual measurements and simulation 
results (if the measurements are not enough). This data set 
is usually a representative scenario, yet it is a small frac-
tion of the possible scenarios that could occur. It contains 
both the inputs and the outputs, e.g., what is the operating 
point and whether it is “safe” or “unsafe?” The goal is that 
through this data set, the neural network learns the rela-
tionship between inputs and outputs so that when training 
is over, it can correctly estimate the output for any unseen 
input not included in the training data set. To assess how 
well the neural network predicts that output, we use a sepa-
rate test data set to statistically determine the neural net-
work’s performance. The test data set is often a smaller 
part of the one generated for training but kept aside to use 
only for testing.

The next step in the ML algorithm is to determine the 
neural network’s parameters so that predicted outputs match 
the true ones from the training data set as closely as possible. 
The procedure is an iterative optimization algorithm, where 
we pass batches of data several times through the neural 
network until we arrive at a good match between network 
outputs and those in the training set. When we are satisfied 
with the performance on the training data set, or we reach a 
predetermined time limit, we fix the parameters.

After training comes testing. Depending on how accu-
rate the neural network’s predictions are on a random set 
of previously unseen test samples, we conclude how “good” 
the network is compared to others. But what happens if the 
samples do not reflect reality? What if the neural network 
achieves 99% accuracy but the test set fails to include critical 
cases or even some high-risk outliers? How can an operator 
trust this performance index? We address this in the next 
section by describing methods that do not depend on the test 
data set to determine the network performance.

The creation of a neural network is purely based on data 
and statistical learning. One could even say that training a 
neural network is an advanced form of nonlinear regression. 
Physical models have thus far not been involved in training. 
In traditional ML algorithms, a physical model influences 
only the data-generation stage, either because data were 
generated through simulations using first-principles models 
or the data were collected from the actual physical process. 
The physical models, in this case, are represented in a dis-
crete form through data points but not in equations. In the 

following sections, we explain how we adjust this process 
to add the physical models inside the neural network train-
ing in the form of continuous equations. But first, we focus 
on how to obtain rigorous performance guarantees that are 
not based on statistical indices and are not dependent on the 
quality of the test set.

Guarantees of Neural Network Behavior
Thus far, conventional methods evaluate how well a neural 
network performs by measuring its performance on a test set 
(e.g., accuracy and other statistical indices). However, this 
process is purely statistical and cannot tell us with certainty 
what the prediction will be for any points not included in 
this set, which is crucial for any safety-critical applications. 
The goal is to develop techniques that evaluate whole con-
tinuous regions instead of just discrete points when testing a 
neural network. This allows us to consider any possible point 
within an input region and guarantee the neural network per-
formance for any point in this region. We achieve that using 
optimization methods. As it turns out, we can rewrite the 
equations that define a neural network such that they can 
be incorporated into an optimization problem. Due to this 
reformulation, we can now analyze a neural network in a 
completely new way.

Methods such as the ones mentioned in this article can 
provide system operators with guarantees about how a neu-
ral network will behave for entire regions of power system 
operation. At the same time, they eliminate the dependency 
on the quality of the test data set. Instead of having to sample 
a potentially extremely large number of test data to cover all 
possible scenarios (and still not extract any guarantee or pro-
vide any certainty), we can now solve a single optimization 
problem for one continuous part of the input region.

To illustrate this framework, we examine the following 
two vital questions, one each for a classification and regres-
sion task:

1)	 How large is the continuous input region for which 
the neural network classification remains the same? 
The answer provides a guarantee that any input in 
this region will be classified to a specific known 
class. Let us consider a power system. Such a guar-
antee can state that the all operating points where 
generator one is between 0 and 200 MW, generator 
two is between 0 and 100 MW, and the load is be-
tween 0 and 300 MW will be classified as “safe” by 
the neural network.

2)	 What is the largest prediction error of the neural net-
work across a continuous input region (regression)? 
Considering power systems, assume a simple exam-
ple: we have two generators serving a load over two 
transmission lines; we train a neural network to output 
the combination of generator set points that result in 
the minimum cost 1) for a load that varies between 
10 and 300 MW and 2) without violating the trans-
mission capacity of any line. A worst-case guarantee 
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can indicate that across all combinations of generator 
set points (i.e., one combination for 10 MW, one for  
10.1 MW, and so on), there is a 5% maximum viola-
tion of the line transmission limit.

The methods we describe allow for such an assessment. If 
the performance is unsatisfactory, we can take a step back, 
retrain the neural network on more data points, and re-evalu-
ate the performance. This improves the accuracy and robust-
ness of the prediction, ultimately delivering better guaran-
tees and enabling the adoption of such techniques.

Secure or Not Secure? Guaranteeing  
How Neural Networks Classify
Let us consider a guiding example: we want to determine 
whether a specific operating point of a given power sys-
tem is safe under a combination of security criteria (e.g., 
N-1 criterion, small-signal stability, and so on). Instead of 
using conventional methods (e.g., power flows and eigen-

value analyses), we train a neural network to assess whether 
the operating point is secure or not secure in a fraction of 
the time (usually 100 to 1,000 times faster). As inputs, we 
provide the active power set points of generators and active 
and reactive power consumption of loads. The boundary 
where the classification changes from secure to not secure 
is called the security boundary. The correct prediction of 
that boundary is crucial because the neural network could 
misclassify a “not secure” operating point as “secure,” pos-
ing a risk to power system operation and potentially leading 
to a blackout.

Using this guiding example, Figure 4(a) and (b) shows a 
comparison of the standard procedure used to evaluate the 
performance and the proposed methodology, respectively. 
The conventional procedure relies on a test data set of prob-
able power system operating scenarios. For this test data set, 
the neural network classification is compared to the ground 
truth, assessing classification accuracy.
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figure 4. A comparison of the standard evaluation of the neural network performance with the new proposed methodol-
ogy. (a) The conventional procedures use a test set, and (b) the proposed techniques obtain performance guarantees for 
continuous input regions.  
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The drawback of this approach is that it requires many 
samples to build confidence in the correctness of the 
network prediction, including prediction of the security 
boundary. As illustrated in Figure 4, using only a small 
number of samples could suggest that the boundary is pre-
dicted accurately, although there may still be an undiscov-
ered mismatch. Related to this is that even for a larger num-
ber of samples, an effective sampling strategy is difficult 
to devise along the security boundary, especially if many 
power system states are considered. A second shortcoming 
of the traditional evaluation is that there are no guarantees 
the neural network classification will not falsely change 
between discrete samples.

Instead, we apply a new method that reformulates the 
neural network to an optimization problem. By solving it, 
we can certify how the neural network classifies entire input 
regions (grey rectangles), i.e., as secure or not secure [Fig-
ure 4(b)]. The procedure works as follows:

✔✔ First we take a discrete operating point. This could 
be a random sample from the training set or any other 
operating point for which we know it is secure (the 
process is very similar for points that are not secure).

✔✔ Then we solve an optimization problem to compute 
the closest input for which the neural network predic-
tion changes from secure to not secure.

The distance between the reference point and this input 
determines the size of the region around the reference oper-
ating point where the classification is guaranteed not to 
change. In other words, the result of this optimization sup-
plies us with the guarantee that all the points inside this 
region will be classified by the neural network as secure. 
This is represented as the colored rectangles in Figure 4 (i.e., 
each rectangle corresponds to a different region we certify). 
Using that, the operator can start trusting the neural network 
as they can now anticipate how it will behave for any pos-
sible point in the certified regions.

The neural network is no longer a black box. We can 
repeat this process for many reference points until we 
obtain several regions with certified mapping and unveil 
the neural network behavior across the input domain to sys-
tem operators.

This procedure can also be used to evaluate the neural 
network robustness illustrated in Figure 4. For the point we 
determined through our optimization, we can also com-
pute a ground-truth classification and assess whether the 
neural network predicts the security boundary correctly.

Thus far, existing approaches could only evaluate misclas-
sification through random sampling. This is the first time that 
a systematic procedure can measure how well a neural net-
work predicts a power system’s security boundary. If we are 
not satisfied with the network performance, we can add the 
misclassified points to the training data set with the correct 
ground-truth labels and retrain the neural network to improve 
its robustness. This is a systematic and well-defined proce-
dure that can be repeated until we reach a desired level of 

robustness. The moment the operator has the performance cer-
tificates and is satisfied with the neural network performance 
is when we will see neural networks applied in safety-critical 
power system applications, such as security assessment.

Worst-Case Guarantees: What Is the Worst 
Neural Network Prediction Error?
Let us consider a guiding example where a neural network 
acts as an optimal power flow algorithm. It predicts how 
much controllable generators should produce for a given 
load situation so that 1) the production cost is as inexpensive 
as possible and 2) there is no violation of system constraints, 
such as transmission line loading limits. Existing optimal 
power flow algorithms can perform this task quite well. 
However, the optimal power flow problem in its full non-
linear form is still a major challenge to solve in a reasonable 
time. Well-trained neural networks can determine a solution 
up to 1,000 times faster and consider constraints that are 
impossible to include directly in conventional optimization 
methods (e.g., differential equations representing stability 
constraints). Now imagine that we need to run thousands of 
scenarios through an optimal power flow algorithm, consid-
ering different load profiles and highly varying injections 
from renewables, and determine the cost-optimal and safe 
generation dispatch for all of them. That is when neural net-
works can be quite helpful.

We have to keep in mind, however, that a neural network 
does not necessarily predict a solution that respects all sys-
tem constraints and is also the least expensive option. Its 
strength is its extremely fast computation, not necessarily its 
accuracy. When testing the network, we want to ensure that 
predictions 1) do not significantly violate constraints (e.g., 
do not breach more than 1% of the maximum limits) and 2) 
remain close to the optimal solution from a cost perspective 
(e.g., they determine a solution that does not cost more than 
1% of the optimal cost).

Similar to classification neural networks, the standard 
approach used to assess network performance after train-
ing is to take all samples of the test data set, compare the 
network prediction to the physical ground truth, and com-
pute whether and to what extent constraint violations occur 
for specific samples (see Figure 5(a)]. As an additional 
metric, we can also calculate the Euclidean distance of 
the neural network prediction to the ground-truth optimal 
point for these points to calculate the “optimality” of the 
prediction. Reviewing all test data set samples, we can then 
easily find the maximum of these violations and maximum 
“optimality distance.” However, this process does not give 
any guarantee that the worst prediction that can occur was 
found. With conventional neural network assessment meth-
ods, the only option for improving this is to evaluate the 
metrics on even more data samples. Beyond a point, the 
procedure becomes computationally expensive and still 
does not yield certainty that an even worse prediction has 
not been missed.
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A recently introduced method, however, bypasses all 
these barriers as it eliminates the need to evaluate discrete 
test samples. The trained neural network is reformulated to a 
set of linear equations with continuous and binary variables 
to set up an optimization problem. Inside the optimization 
problem, we also include the physical power system model-
ing equations. In essence, these act as a representation of 
the ground truth. Note that this procedure is applied only 
to extract worst-case guarantees. As soon as the user (e.g., 
power system operator, trader, and so on) is satisfied with the 
neural network performance, the trained neural network can 
be deployed for real application.

The goal of this method is to find the maximum con-
straint violation, which can now run across the whole con-
tinuous input region [Figure 5(b)]. If we find that the maxi-
mum constraint violation is zero, we can then certify that for 
the entire input region, the neural network predictions will 
never violate the constraints. If the maximum constraint 
violation is not zero, we then obtain worst-case guarantees, 
i.e., we determine the maximum violation that the neural 
network prediction can result in for any possible input it 
can receive. This then becomes a powerful tool that can 
build the trust lacking from grid operators. When consid-
ered from a risk assessment perspective, these metrics can 
decide whether the network’s performance is good enough 

or whether further training and evaluation are required to 
reach an acceptable performance.

Physics-Informed Neural Networks
The previous sections focused on how to provide guarantees 
about the performance of a trained neural network, building 
the trust of system operators and other users. In this section, 
we discuss how neural networks can take advantage of the 
decades-long development of physical power system models. 
Including this knowledge in neural network training yields 
significantly better performance with much fewer data. 
These are so-called physics-informed networks.

First let us look at a concrete example. Assume we want 
to determine the evolution of power system frequency under 
a disturbance. The models that describe this evolution often 
use differential equations that express how the system 
changes from one instance to the next (the simplest of which 
is a “swing equation” that many power engineers learn dur-
ing their studies). To solve a system of differential equations, 
we usually employ computer software and numerical solv-
ers which, in most cases, means that we track in small steps 
how the system state (e.g., the frequency) changes over time. 
The resulting trajectory can become a very complex func-
tion, possibly requiring significant computational resources. 
And the rapidly increasing integration of power electronic 
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figure 5. A comparison of the (a) standard evaluation of neural network performance using a test set with (b) the 
proposed methodology for obtaining guarantees of neural network behavior. The proposed method can determine the 
largest deviation of the neural network prediction from the physical ground truth across the entire region (and not only for 
random discrete samples): this offers a rigorous, worst-case guarantee. 
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converters and renewables makes this computational effort 
significantly larger for the following two reasons:

1)	 Power electronic converters (e.g., from wind turbines, 
solar photovoltaics, batteries, high-voltage dc lines, 
electric vehicles, and so on) have much more com-
plex models based on differential equations, with time 
constants that interfere with the electromagnetic tran-
sients of transmission lines.

2)	 Renewables add significant degrees of uncertainty 
with their fluctuating production, meaning that we 
need to assess a much larger set of possible operating 
points for each disturbance.

Neural networks could assist here by substituting traditional 
numerical solvers and providing a fast estimate of the actual 
solution (up to 1,000 times faster). This creates the following 
two major benefits:

1)	 A much faster estimate (within a few milliseconds) of 
what the frequency will be 2 or 5s after the distur-
bance, enabling the activation of necessary counterac-
tions earlier.

2)	 The ability to assess up to 1,000 potentially critical 
disturbances in the same time frame that conventional 
software will calculate only a single disturbance. This 
allows us to screen a very large set of disturbances 
for many different operating points and select only the 
most critical ones, which we can then assess in more 
detail and with higher accuracy than with convention-
al software.

To train such a neural network with conventional meth-
ods, we need to provide data points (the black dots in 
Figure 6) and fit network parameters so they provide a 
prediction that matches the data points. As the training 
process progresses, the prediction function (orange line) 
becomes more sophisticated and fits the data points better. 
However, when comparing the prediction to the function 
that produced the data points (i.e., ground truth), which 

is governed by the model’s differential equations, we see 
clear mismatches for all three examples. The prediction in 
Figure 6(c), in particular, highlights what is referred to as 
overfitting. The prediction matches all data points nearly 
perfectly but shows large approximation errors between 
the data points.

Now imagine that we want our neural network to predict 
a series of different trajectories that correspond to different 
disturbances and operating points. Poor fitting or overfitting 
becomes a major issue when checking whether the under-
frequency or overfrequency thresholds have been violated. 
One way to achieve a better fit is to use more data points 
from more trajectories. However, this can be difficult if, for 
example, the data are obtained from measurement devices 
that do not sample the frequency to an adequate degree of 
granularity. It also can be computationally expensive if we 
need to generate more trajectories with simulation software 
to obtain more points.

Recent advances in neural network training, however, 
offer us a new way. We now can numerically compute the 
derivatives of neural network outputs with respect to inputs 
during the neural network process. If the frequency is a 
neural network output, we can calculate, for example, the 
derivative of the frequency over time inside the network 
training. This enables us to include differential equations, 
such as the swing equation, inside the neural network train-
ing to drive the training procedure to a neural network 
where the frequency (which is a neural network output) and 
its derivative validate the swing equation. This additional 
requirement leads to a much better approximation of the 
true functions.

Figure 7 (dashed black lines) shows the derivatives at 
selected points. Intuitively speaking, by adding physical 
equations inside the neural network training, the network 
prediction needs to cross a data point (black dot) and cre-
ate a trajectory that fits the “shape” of its neighborhood. 

“Underfitting” “Overfitting”
Increases During Training

Frequency Frequency Frequency

TimeTimeTime

(a) (b) (c)

figure 6. The training process of a simple regression neural network, showing the evolution of network output during 
training (orange) versus ground truth (blue). (a) At the start of the training, the neural network output is “underfitting.”  
(b) As the training progresses, the neural network output fits the data points better. (c) If the training continues,  
the neural network output is “overfitting.”
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Figure 7(b) and (c) show how the neural network adjusts its 
parameters so that the derivatives of the predicted trajec-
tory can fit what the differential equations describing the 
system dictate.

Physics-informed neural networks may lead to much bet-
ter predictions while requiring much fewer training data. 
This can remove significant barriers. Instead of creating 
large training databases by randomly sampling thousands of 
trajectories to train a network with sufficient accuracy, we 
can now directly include governing equations in the training 
process and let the neural network train until it minimizes 
the prediction error.

Where Does This Lead Us?
The two directions we presented, neural network verification 
and physics-informed neural networks, aim to build trust 
with grid operators, utilities, and other potential users and 
improve network performance while requiring much fewer 
data. They arguably remove the most important barrier 
when it comes to the safety-critical operations of energy sys-
tems: ML tools no longer need to be considered a black box; 
instead, they can be trusted. Such methods can also further 
help to develop systematic approaches that identify regions 
where the neural network demonstrates poor performance 
and then systematically improve it through retraining.

There are still many steps needed until ML tools are 
embraced inside the control room. For instance, scalable 
algorithms that can apply to very large neural networks and 
power grids need to be developed. Expertise in power sys-
tems, operations research, and ML is necessary to arrive 
at production-level algorithms. Once achieved, gaining the 
trust of system operators will be a deciding step toward the 
wider adoption of ML algorithms across energy systems. 
This includes safety-critical operations, where ML can dras-
tically accelerate computation speed and enable the manage-
ment of millions of controllable appliances and converter-
connected devices.
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Increases During Training
Prediction Contradicts Physics Prediction in Line With Physics
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figure 7. The training process for physics-informed neural networks, showing the evolution of neural network output dur-
ing training (orange) versus ground truth (blue). NN: neural network. (a) At the start of training, the neural network output 
contradicts the physical model. (b) As the training progresses, the neural network output fits the physical model better.  
(c) After sufficient training, the neural network output is in line with the physical model.
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